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Introduction
Information Technology (IT) systems are becoming increas-
ingly essential in all facets of work and daily life, from mobile 
phones to desktop and laptop computers to the servers and 
infrastructure that support them. In healthcare, this includes 
hospital back-office IT systems; building automation such as 
Heating, Ventilation, and Air Conditioning Systems (HVAC) 
and door locks; and medical IT (medical devices, in-vitro 
diagnostics [IVDs], Software as Medical Device [SaMD], 
health IT systems, and workstations). 

As healthcare becomes increasingly digitalized, the 
number of IT systems used to provide care is also rapidly 
increasing. As more health IT systems are introduced, their 
functionality has also been extended, which often requires 
them to be connected to other systems and even via the 
internet. This need for connectivity brings significant advan-
tages but also great risks, as these systems can be more easily 
influenced by the IT environment and by people who either 
accidentally or with malicious intent disrupt or block access 
to the IT systems or delete, modify, and copy data from the 
system for financial gain or other motives.

Product safety and performance of software-supported 
medical devices and IVDs may be affected by security, as 
acknowledged in the third edition of ISO 14971.1 Some reg-
ulations focus on safety and performance without explicitly 
calling out security, or they only provide high-level security 
requirements. An increasing number of healthcare-related 
regulatory guidance documents have provided more detail on 
how regulators expect manufacturers to address these security 
concerns. Recent regulatory changes in the US, for example, 
are requiring manufacturers to ensure the cybersecurity of 
their medical devices, extending beyond the impact on safety 
and essential performance.2 

Many healthcare-related regulatory guidance documents 
use the words security or cybersecurity. Technically, cybersecu-
rity can be considered a subset of security. Cybersecurity deals 
with protecting data and information in digital or electronic 
form, while security also involves safeguarding physical assets. 

Although they have different meanings, the words are often 
used interchangeably. The word security is used throughout 
this chapter without the intention of distinguishing between 
the terms. SaMD also requires security measures in the physi-
cal world to protect assets, for instance, by placing the network 
server that runs the software in a locked cabinet within an 
access-controlled room in a physically secured building.

The increase in ransomware attacks worldwide affects 
hospitals’ ability to provide care due to the unavailability of 
both clinical and non-clinical systems, including electronic 
patient records. Although there is no evidence that the 
WannaCry attack on the National Health Service (NHS) in 
the UK in 2017 led to a higher mortality, it was disruptive, 
with a substantial financial impact.3 A cyberattack contrib-
uted to the death of a person in Düsseldorf, Germany, in 
September 2020, by delaying patient treatment because the 
emergency department of the nearby hospital was closed due 
to a cyberattack. The patient died shortly after arriving at 
another hospital an hour later. After a two-month investiga-
tion, the public prosecutor in Cologne concluded that there 
were insufficient grounds to pursue the hackers for negligent 
homicide. Although ransomware was involved in the case, 
there were no means to establish legal causation to determine 
whether the hackers, if they could be identified, contributed 
sufficiently to the fatality.4 The first death that was linked to 
a ransomware attack was confirmed by the NHS in the UK, 
where an attack caused a long delay in blood-test results, 
which contributed to the patient’s death.5 With the increase 
in ransomware attacks targeting the healthcare sector, man-
ufacturers and hospitals can expect more negative outcomes 
and need to implement adequate security measures to reduce 
such risks.6,7 

SaMD Security
Security risk management should always consider both the 
platform on which the software runs and the infrastructure in 
which the software and platform operate (see Figure 7-1). As 
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such, dealing with security risk management for SaMD is no 
different than for any other software, such as embedded soft-
ware and Programmable Electrical Medical Systems (PEMS). 

Manufacturers should conduct security testing, such as 
fuzz testing, vulnerability scanning, and penetration testing, 
on systems configured in accordance with their intended 
operational use environment. This testing verifies and val-
idates not only the software but also the technical and/or 
organizational measures defined for the intended operational 
use environment. For completeness, such tests also should be 
conducted by the manufacturer in a test environment with 
administrative credentials or the security controls on the 
platform and the infrastructure disabled, to understand the 
SaMD impact and risks when security controls fail in each 
layer of defense. The product should support the ability for 
the healthcare provider to perform security testing as required 
by internal policy and legal obligations.

A manufacturer needs to recognize that they might 
have limited control over the platform and infrastructure on 
which the SaMD operates. For instance, the SaMD might be 
running on a system shared with other software applications 
and other users. Furthermore, there are no warranties that the 
SaMD and supporting platform and software are kept up to 
date by the user, resulting in multiple versions and combina-
tions being used on the market.

One of the key differences in SaMD security compared 
with embedded software and PEMS is the varying level of 
responsibility for specific activities, which depends on how 
the SaMD is deployed and managed. Is it sold as a soft-
ware-only product, an on-premises solution, an off-premises 
solution (cloud), or a hybrid solution? For each deployment 
option, specific operational responsibilities shift from the 

manufacturer to the customer/user. In most scenarios, the 
manufacturer and/or the user might involve third parties to 
perform parts of the operational responsibilities.

Therefore, there is a need to establish and document the 
security responsibility boundaries, to ensure that responsi-
bilities for establishing and maintaining the technical and/or 
organizational measures provided by the SaMD, the platform, 
and the infrastructure are clearly defined and documented 
for the manufacturer, the user, and any integrators or service 
organizations under the user’s or manufacturer’s authority. 
The following are some examples of such responsibilities:
•	 Who provides the platform, supporting software, and 

infrastructure that the SaMD operates on–for instance, 
the server with operating system and supporting soft-
ware components, such as databases, authentication 
services, central logging services, and endpoint protection 
software?

•	 Who will install and configure all the software, including 
the platform and supporting software?

•	 Who is responsible for the maintenance, such as install-
ing updates, of the SaMD?

•	 Who is responsible for the daily operation and main-
tenance of the platform, supporting software, and 
infrastructure?

•	 Will the manufacturer validate the patches of the 
platform and supporting software components before 
the user can install them, or is this entirely the user’s 
responsibility?

•	 If the manufacturer validates the patches, how will this 
be communicated, and how often?

•	 If the user maintains the platform, is there a need to 
validate that the software is still functioning as intended 

Figure 7-1. SaMD Security

Created by Ben Kokx
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after patching or after configuration changes to the oper-
ating system, supporting software, and/or infrastructure? 
If yes, how can the user validate that the software is still 
functioning as intended?

•	 Next to maintenance/patches, who will be responsible for 
validating the operating system and supporting software 
upgrades to ensure compatibility with newer versions?

•	 Is there a need for data backups, redundant systems, and 
so on? If so, who is responsible?

Manufacturers should identify the technical and/or organi-
zational dependencies and measures, supported by a security 
risk assessment, and clearly document these. Manufacturers 
should clearly identify in customer-facing documentation 
which security features their product provides and which 
security controls the deployer needs to implement to establish 
a shared security responsibility between the operator and the 
manufacturer. That information should be part of user-facing 
documentation and is often also explicitly required from a 
regulatory perspective, such as in the EU through the general 
safety and performance requirements in the EU MDR8 
Annex 1, articles 17.4 and 23.4 (ab), and in the EU IVDR9 
Annex 1, articles 16.4 and 20.4 (ah), and further expressed in 
detail in the Medical Device Coordinators Group 2019–16 
guidance on cybersecurity for medical devices10 (Chapter 3.6, 
Minimum IT requirements).

Security Risk Management
Manufacturers must perform security risk management, 
which involves the following aspects related to a SaMD:
•	 Software development
•	 Software manufacturing (build and release)
•	 Management of the software/service (including software 

installation and updates)
•	 Management of the platform (operating system and 

supporting software)
•	 Management of the infrastructure (network and data 

centers)

ISO 14971:2019 deals with risk management for medical 
devices, including software as a medical device and in vitro 
diagnostic medical devices. In this standard, the term safety is 
defined as freedom from unacceptable risk (ISO 14971:2019, 
3.26), and this risk is not restricted to any specific risk areas. 
Therefore, safety encompasses freedom from unacceptable 
risks related to security, or more specifically, freedom from 
unacceptable risks arising from security breaches. All risks 
are related to possible harm, which is defined broadly in ISO 
14971:2019, 3.3. The broad concept of risk, explicitly includ-
ing security risks, is explained several times and is stated in 
Annex A as follows:

The process described in ISO 14971 can be applied to 
hazards and risks associated with the medical device. Risks 
related to data and systems security are specifically mentioned 
in the scope, to avoid any misunderstanding that a separate 
process would be needed to manage security risks related 
to medical devices. This does not preclude the possibility of 

developing specific standards, in which specific methods and 
requirements are provided for the assessment and control of 
security risks.

The International Medical Device Regulators Forum 
(IMDRF) document, Software as a medical device: Possible 
framework for risk categorization and corresponding consid-
erations,11 defines several considerations for manufacturers 
in Chapter 9.3 when identifying implications for the safety 
and performance of SaMD. The document points out that 
there can be vulnerabilities in software components, but also 
design flaws in access controls and infrastructure, unprotected 
interfaces, and ways to bypass security controls (backdoors). 
Security must not only address safety and performance, but 
also data protection and issues that could be exploited as a 
stepping stone to attack other systems within the user’s infra-
structure. Risk assessment should focus on the system view, 
which expands beyond the SaMD to understand risks from 
and to other connected devices. Threat modeling can help 
identify these weaknesses.

Security by Design 
Security risk management is addressed through the secu-
rity-by-design process activities, also known as a secure 
software development framework. These activities typically 
have the following elements:
•	 Product security plan document(s) should be created, 

in which the cybersecurity management activities that 
must be executed during the total product lifecycle are 
described. This plan ensures that budget and resources 
are allocated to continuous efforts, such as monitoring, 
testing, and vulnerability handling, and that product 
updates, upgrades, and end-of-life planning are in place.

•	 Elicit requirements to assess which security requirements 
must be implemented to satisfy the manufacturer and 
end-user regulatory requirements, contractual obliga-
tions, and any security risks that are identified.

•	 Security risk assessments must be conducted at every 
development stage, from very early stages to the end of 
support. Security risk assessment is based on the out-
put of threat modeling and takes further input from 
various sources, including documents created through 
continuous security testing. Traceability to the safety 
risk management is key. The AAMI SW96 Standard for 
Medical Device Security–Security Risk Management for 
Device Manufacturers12 can provide further guidance.

•	 Secure design ensures that products are secure on every 
interface, applying least privileged and defense-in-depth 
approaches, utilizing secure components and design 
patterns, and so on. 

•	 Secure implementation practices include secure cod-
ing, validating all inputs, correct error handling, static 
and dynamic code analysis, and a review of the secu-
rity implementation and its traceability to the design 
requirements.

•	 Verification and validation that the product meets the 
security requirements with the agreed-upon level of 

Purchased from RAPS Library (library.raps.org) for the exclusive use of unknown.
© 2026 RAPS Library. Please report unauthorized use to raps@raps.org

https://library.raps.org/docgoto/software-as-a-medical-device-samd-regulations-e-book/107
https://library.raps.org/docgoto/software-as-a-medical-device-samd-regulations-e-book/107
https://library.raps.org/docgoto/software-as-a-medical-device-samd-regulations-e-book/107
https://library.raps.org/docgoto/software-as-a-medical-device-samd-regulations-e-book/107
https://library.raps.org/docgoto/software-as-a-medical-device-samd-regulations-e-book/107


Chapter 7: Security Risk Management

76 Regulatory Affairs Professionals Society

assurance, and conduct appropriate testing, such as 
but not limited to vulnerability scanning, fuzz testing, 
penetration testing, resource attacks, and security rule 
violations.

•	 Documentation of the security capabilities and security 
requirements for the intended use environment to sup-
port the users in the correct, secure use and their security 
risk assessments.

•	 Security monitoring to ensure that security issues that 
might impact safety, effectiveness, or data and system 
security are discovered and addressed without undue 
delay during the total product lifecycle. Security moni-
toring includes, but is not limited to, newly discovered 
vulnerabilities, security incidents that occurred in the 
field, end-of-support declarations for components, 
continuous testing reports, coordinated vulnerability 
disclosure and other relevant documents.

•	 Security issue management is the treatment of any secu-
rity issues without undue delay to determine mitigating 
actions (e.g., updates, upgrades, recalls) and the necessity 
of customer/regulatory reporting obligations.

IEC 81001-5-1:2021 Safety, security and effectiveness in 
the implementation and use of connected medical devices 
or connected health software–Part 5: Security–Sub-Part 
5-1: Security - Activities in the product lifecycle is a health-
care-specific process standard that extends the IEC 62304 
with the activities for security risk management.13 This 
standard is recommended for the US and Europe, and is a 
regulatory requirement for Japan. An alternative standard 
recognized by the US Food and Drug Administration (FDA) 
is NIST SP 800-218.14

The FDA guidance for Cybersecurity in Medical 
Devices: Quality System Considerations and Content of 
Premarket Submissions provides further guidance on the 
expectations manufacturers have regarding security risk man-
agement.15 The FDA eSTAR form for 510(k) submissions 
contains detailed information on the documentation and 
evidence that manufacturers need to provide.16

Threat Modeling
Threat modeling is a systematic approach for analyzing an 
item’s security in a structured way, such that weaknesses 
can be identified and prioritized. Manufacturers can apply 
threat modeling to a wide range of items, including software, 
devices, systems, networks, distributed systems, and business 
processes. Threat modeling typically identifies attack vectors 
and assets most desired by an attacker. It requires a decompo-
sition of the items (software, device, system, etc.) to examine 
each possible attack vector for each item individually, and to 
determine the type of attacks for which they are vulnerable. 
The created list of vulnerabilities can be ordered in terms of 
risk, potential to impact safety, effectiveness, or any other 
criteria deemed appropriate, such as privacy. Various threat 
modeling techniques are available, ranging from making a 
simple list of known vulnerabilities, common attack methods, 
and common programming mistakes for the components and 

design, such as the Open Web Application Security Project,17 
Common Attack Pattern Enumeration and Classification,18 
and Common Weakness Enumeration,19 or specific threat 
modeling frameworks can be adopted, such as DREAD, 
OCTAVE, STRIDE, TRIKE, and VAST. Annex A of the 
white paper, IEEE Personal Health Devices Cybersecurity 
Standards Roadmap,20 provides an overview of several frame-
works and methodologies.

Threat modeling typically includes the development 
of detailed architecture diagrams and data flow diagrams, 
including data classification. A threat modeling playbook, 
developed by MITRE with support from the FDA, provides 
a thorough introduction.21

If a new vulnerability adds to a specific attack vector, 
compromises a previously unseen use case, or introduces a 
new risk that has not been previously assessed in the safety 
risk assessment, then an update of the safety risk assessment 
is also necessary. However, many security vulnerabilities have 
the same attack vectors and impact. Instead of documenting 
dozens of almost similar security issues, one could choose to 
combine these vulnerabilities into specific groups or classes 
with a common impact on safety, confidentiality, integrity, 
and availability, as in the following:
•	 Network access vulnerabilities:
	o Resulting in root access without authentication
	o Resulting in root access for any authenticated user

•	 Elevation of privilege:
	o To root for any authenticated interactive local users
	o To obtain unauthorized access to patient data

•	 Draining systems resources:
	o Central Processing Unit (CPU)
	o Memory

The IMDRF document, Principles and Practices for Medical 
Device Cybersecurity, provides additional guidance.22

Vulnerability Handling and Security 
Monitoring
SaMD relies on third-party software components, on which 
functionality might even be provided by services running 
on other systems and even other infrastructures. In the 
2019 update of the off-the-shelf software (OTS) guidance, 
the FDA acknowledges that the use of OTS software has 
expanded in tandem with the widespread adoption of gen-
eral-purpose computer hardware.23 In the introduction, the 
FDA states the following: “The medical device manufacturer 
using OTS Software generally gives up software lifecycle 
control, but still bears the responsibility for the continued safe 
and effective performance of the medical device.”

From a security perspective, there is a need to understand 
the contents of any third-party software in more detail; for 
instance, an imaging library may combine several other open-
source software packages, each of which might have specific 
security vulnerabilities. In this respect, the detail of software 
decomposition required for adequate security analysis may 
extend beyond what is typically provided in a list of software 
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of unknown provenance. Third parties typically provide these 
details in a software bill of materials (SBOM). Tools that 
can analyze an SBOM and compare it with vulnerability 
databases are required to be able to do proper vulnerability 
handling. The IMDRF document Principles and practices 
for software bill of materials for medical device cybersecurity 
provides further insights.24 

All software is prone to vulnerabilities that could, for 
example, be introduced by poor design, inadequate coding 
practices, improper fault handling, or compiler-introduced 
security issues, or which may even be inherent in hardware, 
such as CPUs. Attackers may find vulnerabilities in the man-
ufacturer’s software as well as in any third-party software and 
hardware used. The more commonly used the software is, the 
more attractive it is to attackers, and therefore, it presents a 
greater possibility that new vulnerabilities will be discovered.

A vulnerability does not in itself directly introduce a risk. 
Only when the vulnerability can be exploited by a person 
or by malicious software attacking the underlying system or 
infrastructure, does it become a risk. Some vulnerabilities 
remain undiscovered for many years; for instance, CVE-
2020-1317, a serious vulnerability in the Windows Group 
Policies, lingered in the Microsoft Windows operating system 
since 2008 before it was discovered and publicly disclosed 
on 9 June 2020.25 Once discovered, the probability that a 
vulnerability will be exploited may remain low if the attack 
is complex, especially if multiple vulnerabilities must be 
exploited for a successful attack. However, when a successful 
attack has been published and proof-of-concept code has 
been made available, the probability increases significantly, 
as the attacker’s required skill level is reduced to perform a 
successful attack.

Threat actors capable of complex attacks aim to prevent 
the discovery of their attacks and the vulnerabilities they 
exploit, thereby hiding their malicious activities for as long as 
possible. For the same reason, they might target less com-
monly used software or even target specific software from a 
single vendor.

As thousands of security vulnerabilities are discovered 
and reported every month, it is crucial to be aware of new 
vulnerabilities promptly. Security monitoring should start 
while a SaMD is still in development to remediate any 
vulnerabilities as early as possible; this monitoring should 
continue throughout the SaMD’s total product lifecycle. 
Security monitoring should also begin during the design 
phase and continue during the operation of the SaMD’s 
intended operational use environment (platform and infra-
structure), under the control of the manufacturer or user.

Security vulnerability analysis should be triggered at 
specific intervals, such as weekly or monthly, based on factors 
including the type of SaMD, its components, the supporting 
platform and network infrastructure used, and the associated 
risks. An analysis should also be triggered and expedited by 
specific events or security issues the manufacturer becomes 
aware of. These indicators might originate from sources such as:
•	 Complaints and security incidents;
•	 Vulnerabilities and patches reported by suppliers of 

components;

•	 Security issues reported by tool vendors (e.g., compilers 
and software development kits);

•	 New risks identified by other third parties (a coordi-
nated vulnerability disclosure, media outlets, the security 
community, an information sharing and analysis center 
[ISAC], a computer emergency response team [CERT], 
national cyber security center, etc.);

•	 Vulnerabilities identified by running security test tools 
(e.g., vulnerability scanning, pen testing, fuzz testing, 
secure code analysis, and software bill of material analysis 
tools);

•	 Attacks on the infrastructure;
•	 New risks identified in internal components and similar 

products; and 
•	 Changes in the threat landscape.

Security monitoring is a continuous process. Figure 7-2 
shows an exemplary generic monitoring flow.

Although the SaMD manufacturer sets the requirements 
for the intended operational use environment (platform, 
supporting software, and infrastructure) on which the SaMD 
runs, security monitoring can be the responsibility of mul-
tiple organizations (hereafter referred to as the responsible 
organization).

We often become aware of a new vulnerability when the 
original component manufacturer releases a patch; if a patch 
is available to mitigate this latest vulnerability, it needs to 
be validated to ensure it does not cause a conflict with the 
SaMD or its platform, supporting software, or infrastructure. 
The manufacturer must perform this assessment to ensure 
that safety and performance are not impacted. On the other 
hand, installing patches could lead to other failures that 
impact system functionality or performance, break security 
controls, or cause interoperability issues.

Even if the maintenance of the platform, supporting 
software, and infrastructure is the user’s responsibility, the 
manufacturer should also perform security monitoring against 
the defined intended operating use environment. Informing 
the SaMD users of incompatible patches with the defined 
platform and infrastructure is crucial.

Suppose a patch is unavailable or is incompatible with 
the SaMD or the platform. In that case, the manufacturer 
may need to introduce additional mitigations to ensure the 
vulnerability resolved by the patch cannot be exploited. This 
consideration also should be made if the patch does not 
mitigate all discovered security issues. Mitigations could 
include design changes or additional security controls, such as 
temporarily limiting network access to specific IP addresses 
or network ports, completely isolating the system from the 
network, or implementing specific configuration changes, like 
denying access to external users. Note that these mitigations 
might impede certain functionality.

When design changes or mitigating controls are needed, 
they can be made available on short notice for implementa-
tion by the responsible organization. Alternatively, if changes 
are considered low-risk, they can be implemented at the next 
scheduled maintenance window. In any case, the manu-
facturer should determine who needs to be provided with 

Purchased from RAPS Library (library.raps.org) for the exclusive use of unknown.
© 2026 RAPS Library. Please report unauthorized use to raps@raps.org

https://library.raps.org/docgoto/software-as-a-medical-device-samd-regulations-e-book/107
https://library.raps.org/docgoto/software-as-a-medical-device-samd-regulations-e-book/107


Chapter 7: Security Risk Management

78 Regulatory Affairs Professionals Society

Figure 7-2. Security Monitoring Flowchart

Created by Ben Kokx
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what information for appropriate actions and the transfer of 
responsibilities.

As stated above, the actual implementation might differ, 
depending on how the manufacturer deploys the SaMD. For 
example, suppose an SaMD is an SaaS solution operated 
by the manufacturer. In that case, it may not be necessary 
to inform the user about every patch that is installed on the 
cloud infrastructure. In contrast, if the user needs to patch the 
on-premise or hybrid SaMD, it may be necessary to inform 
the user of validated and/or conflicting patches or about tem-
porary mitigations that stakeholders should be taking into 
consideration until a permanent solution is available.

Informing stakeholders also includes reporting security 
risks, as required by various laws and regulations, contrac-
tual obligations, or other specific needs, such as informing a 
supplier or open-source community of issues discovered in 
their software component, or providing input to an ISAC 
or CERT for sharing information with the healthcare 
community.

The FDA postmarket guidance provides further guidance 
on monitoring and vulnerability handling.26

Total Product Lifecycle
It is not sufficient to monitor only for security vulnerabil-
ities to manage security during the entire SaMD lifecycle. 
Changes in the threat landscape can also occur, such as new 
methods of attacking systems and infrastructures, broken 
protocols, or compromised cryptography. Ransomware attacks 
have been one of the biggest changes in the hospital’s threat 
landscape in recent years.

Furthermore, software may become obsolete if the 
original manufacturer or the open-source community no 
longer supports a component or a specific version. Therefore, 
to avoid obsolescence issues, the SaMD manufacturer should 
promptly validate patches, version upgrades, and replace-
ments of any software components, the operating system, 
and supporting software. Mitigation measures should include 
any security risks that cannot be mitigated by patches or 
incompatibility issues that impact safety and performance. 
Furthermore, patches, updates, and upgrades can cause an 
increased security risk because specific security measures 
designed into the SaMD, platform, or infrastructure are no 
longer effective.

When the security of a SaMD can no longer be guaran-
teed, the manufacturer should declare the SaMD as legacy, as 
explained in the IMDRF guide on Principles and practices 
for the cybersecurity of legacy medical devices.27

As stated earlier, the manufacturer should be aware and 
consider security evaluations for multiple versions and combi-
nations potentially in use on the market. An active approach 
to limit the number of supported versions in the field could 
reduce the amount of effort required.

Shared Responsibility
Managing security involves a combination of technical and 
organizational measures implemented by all parties involved 

at the various levels, including components, systems, and 
network infrastructure. As such, there is rarely a single 
organization entirely responsible for everything, from the 
manufacturer developing the SaMD to the clinical user using 
a hospital-managed workstation to access or run the software.

A SaMD can be developed securely by the manufac-
turer. Still, if the user is responsible for the platform on 
which the software runs, and that platform does not receive 
the necessary operating system and application hardening, 
such as access controls and endpoint protection software, the 
probability of a successful attack increases. If the network 
infrastructure is not secure and the SaMD is unintention-
ally exposed to the internet while the manufacturer did not 
design it for that purpose, there is yet again an increased 
probability of an attack. The healthcare delivery organization 
and manufacturing staff need to understand how to address 
security risks, such as malicious emails that could compromise 
the network or software running on it. Both organizations 
have specific roles for ensuring secure operations.

Risk transfer is not the intended outcome of shared 
responsibility. A manufacturer cannot claim that the SaMD’s 
security is not their responsibility, as the user needs to ensure 
a secure network. The manufacturer, the healthcare delivery 
organization, and any other third party involved must play 
their respective roles in the defense-in-depth strategy. The 
SaMD must be secure in itself; the operating system and 
support software must be secure independently; the network 
infrastructure must be secure; and the staff must be made 
aware of security risks and maintain good security hygiene. A 
defense is effective only if security is adequately established at 
all layers and implemented by all stakeholders. ISO 81001-1 
provides the principles and concepts for healthcare, including 
the roles and responsibilities of all stakeholders.28

Every organization in the supply chain must conduct 
due diligence to ensure that it only uses and integrates secure 
systems, services, and components. This due diligence applies 
to the healthcare delivery organization, as well as to its 
suppliers and the suppliers of those suppliers. At any stage in 
the supply chain, security vulnerabilities can be introduced 
intentionally, unintentionally, or even maliciously.

To support shared responsibility and address supply 
chain security, manufacturers should be transparent about 
the security capabilities of their products and services. These 
capabilities need to be documented in the instructions for use, 
administrative guides, security white papers, and other deliv-
erables. The Manufacturer disclosure statement for Medical 
Device Security (MDS2) is regarded as an important tool to 
provide security-relevant information to the healthcare deliv-
ery organization.29 The use of the MDS2 is also supported by 
regulatory guidances and healthcare procurement guides. 

Standards
Many standards address security. The selection depends on 
the intended use, intended operational use environment, 
deployment choices, such as software-only product, on-prem-
ise solution, off-premise solution (cloud), market access 
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requirements, technology choices, and applicable regulations 
for the manufacturer and user.

Addressing security can be complex when the manufac-
turer uses different standards to demonstrate compliance with 
the requirements of specific laws and regulations. The follow-
ing are some examples of commonly used security standards:
•	 Operational security for the manufacturer, healthcare 

delivery organization, and any third-party IaaS/PaaS 
providers:

	o ISO/IEC 27001, ISO/IEC 27002, and ISO/IEC 27799
	o NIST Cybersecurity Framework, NIST SP 800-53
	o ISO/IEC 27034 series
	o IEC 80001-1
	o ISO 81001-1

•	 Cloud service providers and users:
	o ISO/IEC 27017
	o ISO/IEC 27018
	o ISO/IEC 27701

•	 Security requirements for manufacturer processes:
	o IEC 81001-5-1
	o NIST SP 800-218 (SSDF)
	o IEC 62443-4-1

•	 Security requirements for the SaMD product:
	o IEC/TR 60601-4-5
	o IEC/TS 81001-2-2
	o IEC 62443-4-2

Overlapping Legislative Security 
Requirements
The confidentiality, availability, and integrity of systems and 
data not only can impact safety and performance, but also 
the mission of the healthcare delivery organization at large, 
including its ability to comply with other legislative obli-
gations, such as data protection legislation like the General 
Data Protection Regulation (EU) 2016/679 in Europe and 
the Health Insurance Portability and Accountability Act 
(HIPAA) in the US. 

Across the globe, policymakers and regulators are 
introducing security requirements in a variety of new laws 

and regulations to protect society at large by strengthen-
ing the cyber resilience of the healthcare sector and other 
critical infrastructures against the increasing cybersecurity 
threats. Geopolitical changes are extending cyber threats 
from criminals for financial gain to include state actors for 
cyber-warfare.

The update of the Network Information Security 
Directive (NIS2; (EU) 2022/2555) in Europe sets report-
ing requirements for the critical infrastructure, but now also 
addresses the supply chain. NIS2 also directly applies to 
healthcare delivery organizations, managed service and cloud 
providers, and medical device manufacturers in Europe. As a 
directive, additional requirements at the national level from 
the national NIS2 implementation might impact the fea-
tures and configuration of the SaMD, the operating system, 
and supporting software, as well as the infrastructure. For 
instance, specific requirements for strong encryption on the 
network for sensitive data, such as electronic patient records 
or national identifiers, might break communication with 
systems on the network that do not support the required 
cryptographic methods. 

When addressing additional legislative requirements, 
consideration must always be given to safety and effective-
ness. For instance, requiring multi-factor authentication 
before being able to view patient information on a vital life 
signs monitor might protect personal data from a privacy leg-
islative perspective, but also raises a patient safety concern, as 
necessary information might not be directly available in case 
of an emergency, which could delay treatment and thus could 
impact patient safety.

Conclusion
With rising attacks on the healthcare sector for financial gain 
and geopolitical reasons, it is essential to implement and main-
tain robust security. Not only to protect the safety and essential 
performance of medical products, but also to safeguard inter-
connected systems that together deliver patient care.
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Introduction
This chapter focuses on software development and valida-
tion in medical devices. Although it touches briefly on data 
management and governance, security, and usability of health 
software, other chapters provide deeper treatment of these 
topics. The author uses the term “software” for Software as 
a Medical Device (SaMD) and Medical Device Software 
(MDSW), including MDSW that is embedded on, drives, 
or influences the use of a hardware medical device, software 
accessories, and software components. For a discussion as to 
how SaMD and MDSW differ, see Chapter 2 on Software as 
a Medical Device.

Standards and Guidance
Manufacturers should consider standards and regulatory 
guidance when implementing software development pro-
cesses. This section introduces the most important standards 
and guidance documents.

The internationally accepted framework for lifecy-
cle processes for medical device software is International 
Electrotechnical Commission (IEC) 62304.1,2 This standard 
defines the processes, activities, and tasks manufacturers 
use to develop and maintain medical device software. This 
chapter outlines the sections of IEC 62304 that pertain to 
software development.

IEC 62304 defines software development lifecycle activ-
ities, except for design validation of the finished device (i.e., 
the process for confirming software specifications conform to 
user needs and intended uses).1 Design validation is covered 
by IEC 60601-13,4 for the software part of medical electrical 
equipment, or IEC 82304-15 for software-only products.

For software that includes Artificial Intelligence (AI) 
or machine learning, additional activities need to be defined, 
such as those related to the data lifecycle of the AI model. 
In Europe, the AI Act (2024/1689) entered into force on 1 
August 2024.6 This horizontal regulation imposes mandatory 

development obligations on providers that place on the market 
or put into service high-risk AI systems. Multiple harmonized 
standards are in development at the time of this writing (e.g., 
in the areas of Quality Management Systems [QMSs], risk 
management, governance, and quality of data sets, logging 
requirements, transparency and information provision, human 
oversight, accuracy, robustness, and cybersecurity).

IEC 62304 defines processes, not development tech-
niques. The sequence of development process steps described 
by IEC 62304 appears to suggest that a waterfall model be 
used (i.e., a sequence of steps to be followed in a specific 
order strategy, often represented in the classical V-model for 
sequential development).1,2 Nevertheless, the standard does 
not prescribe any specific software development methodology 
approach, sequence, principle, or practice. The standard for 
QMSs, International Organization for Standardization (ISO) 
13485:2016,7 and the US Food and Drug Administration 
(FDA) guidance on design controls8 appear to suggest that 
the design process be completed in the following sequence: 
planning, design input, design output, design review, verifica-
tion, validation, and transfer. However, these documents are 
not intended to prescribe a specific chronological order for 
these activities.

Historically, (software) development departments felt 
burdened by the waterfall approach. When writing plans and 
requirements specifications, they had to document to the last 
comma and point before starting with the real work: coding. 
In contrast, an agile or iterative development approach allows 
them to perform system development and delivery in small 
increments.

Agile, a software development methodology, provides 
useful functions much earlier in the project, generates early 
feedback from strategic customers and users, allows devel-
opers to improve the functionality already on the market, 
and informs corrections to the original specification. Agile’s 
principal purpose is to overcome the problem of discov-
ering, at the end of a (large) development project, that the 
developed system does not meet the customers’ real (and 

8
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